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In 2005 the Agency for Healthcare Research and Quality (AHRQ) 
and the Office of the National Coordinator for Health Information 
Technology (ONC) launched the Privacy and Security Solutions for 
Interoperable Health Information Exchange project. The purpose 
of the project was to assess variation in organization-level business 
practices, policies, and state laws, to help policymakers identify 
common practices and reduce variation. The project had three 
additional objectives:

Support the preservation of local/individual privacy and  ■

security protections in an environment conducive to electronic 
interoperable health information exchange; 

Promote stakeholder identification of practical solutions and  ■

implementation strategies through an open and transparent 
consensus-building process; and 

Create a knowledge base about privacy and security issues in  ■

electronic health information exchange in states and communities 
that will inform future state and federal HIE activities. 

Phase 1 of the project engaged organizations in thirty-four states and 
territories in performing the initial assessment by collecting business 
processes and policies through stakeholder outreach. As the data 
were analyzed, it became clear that a number of challenges were 
shared among participating states. Phase 2 therefore allotted funds to 
enable states to form collaborative work groups and begin to develop 
shared solutions to common challenges, in addition to supporting the 
implementation of individual state-level solutions. At the outset of 
Phase 3, the project became officially housed under ONC and seven 
multi-state collaborative projects were selected for execution. This 
collaborative work is known as the Health Information Security and 
Privacy Collaboration (HISPC) and expanded funding to forty-two 
state participants. This poster traces the development of the project 
and the outcomes that highlight the effect that the community-based 
participatory design had on achieving the initial objectives.

In Phase 1, each state team was required to establish a steering 
committee and a series of work groups.  The state-level steering 
committees were designed to ensure that key players and initiatives 
were involved and knowledgeable about the project. The work groups 
were responsible for engaging relevant stakeholders.  

Variations Working Group (VWG): directed and validated process  ■

of collecting business practices and policies from relevant 
stakeholder entities across the state;

Legal Working Group (LWG): reviewed policies and practices  ■

relative to state law and identified legal barriers to exchange; 

Solutions Working Group (SWG): directed process of vetting  ■

potential solutions with stakeholders to ensure local concerns 
were incorporated.  

The data were collected in response to a set of 18 scenarios, which 
described various exchange situations including emergent treatment, 
non-emergent treatment, public health/outbreak, and behavior 
health.

Researchers from RTI international were assigned to serve as project 
managers for states, and later, for collaborative projects.  These project 
managers ensured that each state was successfully establishing 
connections with core stakeholders.  At the end of phase 1, RTI 
conducted an analysis to summarize the information collected, which 
included over 8000 business practices and policies related to the 18 
scenarios, and over 1000 potential solutions.  A number of common 
themes emerged, including:: 

variations in the interpretation and application of consent,  ■

misunderstandings and differing applications of the HIPAA  ■

Privacy and Security Rules, 

variations in the application of security policies (authentication,  ■

authorization, access, audit, and transmission), 

variation in State laws,  ■

patient identification, including issues around consumer  ■

communication and education, and 

interpretations of redisclosure, ownership, and public health  ■

reporting requirements.1

Recognizing that the many of the most significant challenges to 
health information exchange were similar across states and regions, 
the RTI team began to support the formation of multi-state working 

1 For a full set of Key Issues, please see Dimitropoulos, Linda et al. “Assessment of Variation and Analysis of Solutions”. June 30, 2007.

groups.  Phase 2 began with an in-person meeting of state team 
leaders, which established a set of potential cross-state projects.  RTI 
held a number of follow-up brainstorming sessions on key topic areas.  
All participating states became engaged in one or more groups, and 
a separate initiative engaged additional participants from states that 
were not a part of Phase 1.  RTI provided tools and support to each of 
the teams as they began to formulate specific proposals, objectives, 
milestones, deliverables, and budgets for completing the work. 

Seven of the nine projects submitted to RTI and ONC were approved 
for completion in Phase 3, each with specific products and outcomes 
that sought to develop common, replicable solutions to a key privacy 
and security challenge to interoperable health information exchange. 
The Collaboratives and participating states are provided in Table 1. 

The products created by the multi-state groups were vetted by 
each participating state team’s steering committee and other key 
stakeholder groups. This ensured that the feedback loop with local 
communities established in Phase 1 was kept intact and that all 
products were approved for use and/or distribution by stakeholders 
within the state. The results of these efforts are described in the 
following section on Outcomes. 

Table 1. HISPC Phase 3 Collaborative Work Groups

Collaborative Work Group

Participating States  
and Territories

N State Abbreviations

Consumer Education and Engagement  8 CO, GA, KS, MA, NY, OR, WA, 
WV

Provider Education  8 FL, KY, LA, MI, MO, MS, TN, 
WY

Interstate Disclosure and Patient 
Consent Requirements 

11 IN, ME, MA, MN, NH, NY, OK, 
RI, UT, VT, WI

Interstate and Intrastate Consent 
Policy Options

 4 CA, IL, NC, OH

Harmonizing State Privacy Law  7 FL, KY, KS, MI, MO, NM, TX

Adoption of Standard Policies for 
Authentication and Audit

10 AZ, CO, CT, MD, NE, OH, OK, 
UT, VA, WA

Interorganizational Agreements  7 AK, GU, IA, NJ, NC, PR, SD

PHASE 1

RTI staff analyzed states’ reports and compiled 3 summary reports: 

Assessment of Variation and Analysis of Solutions ■

Final Implementation Plans  ■

Nationwide Summary ■

RTI staff systematically reviewed states’ reports on their efforts to 
identify variations in privacy and security practices, policies and 
laws through community stakeholder outreach; develop practical 
solutions that reflect local preferences; and develop implementation 
plans for feasible projects to resolve privacy and security barriers to 
interoperability while preserving essential protections. In addition, the 
Nationwide Summary reviewed the Phase 1 methodology, identified 
common challenges and opportunities for collaboration, and made 
recommendations for the future direction of the project.

PHASE 2

RTI authored a summary report titled Impact Analysis to document 
the changes in the nationwide landscape for electronic HIE that had 
occurred since the inception of the Privacy and Security Solutions 

contract. Phase 2 also helped refine topic areas for Phase 3 multi-state 
collaborative work.

PHASE 3

Each of the 7 collaborative work groups developed resources to serve 
as common, replicable multistate solutions to reduce variation in and 
harmonize privacy and security practices, policies and laws.

Consumer Education and Engagement: This collaborative work group 
developed materials to help consumers understand health IT and 
HIE, raise awareness of privacy and security protections, and improve 
consumer trust. Each of the 8 participating states conducted a baseline 
needs assessment with consumers and consumer representatives, then 
developed state-specific projects designed to address their own specific 
needs by targeting urban and rural populations, varying literacy levels, 
non-English speakers, and people with special health concerns. These 
projects employed consistent messaging and terminology to ensure 
that materials could be easily adopted by all states participating in the 
collaborative as well as by the balance of HISPC states.

Provider Education: The goal of this collaborative was to improve 
health care providers’ privacy and security awareness and provide them 
with information on the benefits of health IT and HIE. Participating 

states established relationships with local provider associations to 
refine their understanding of privacy and security barriers to adoption 
and exchange and identify providers’ educational needs and preferred 
communication channels. Then the 8 participating states worked 
together to develop web-based and print materials to deliver agreed-
upon messaging. These materials were made available to providers 
through a central web site with links to ancillary state-specific web sites, 
as well as through in-person delivery at provider association meetings 
throughout the 8 states. 

Interstate Disclosure and Patient Consent Requirements: The 
goals of this collaborative were to establish a model for identifying 
and resolving patient consent and disclosure requirements across 
states and develop a foundational reference guide describing state 
legal requirements and local policies and practices regarding consent 
in each of the 11 participating states. Participants recognized that 
variations in how consent and disclosure are handled make it difficult 
for organizations to determine whether or not all requirements for the 
exchange of data have been met. The collaborative captured detailed 
information from key informants in the 11 participating states to better 
understand this difficulty and identify solutions where possible.

Interstate and Intrastate Consent Policy Options: This collaborative 
was formed to examine two policy issues related to consent. One part 

focused on the development of tools and resources that states and 
health care stakeholders can use to determine what level of choice is 
appropriate for individuals regarding the electronic access, use, and 
disclosure of their health information. To accomplish this objective, the 
4 participating states examined a variety of consent policy alternatives 
(“No Consent,” “Opt Out,” and “Opt In,”) as well as two alternatives 
offering more granularity of choice (“Opt In with Restrictions” and 
“Opt Out with Exceptions”). A second examination looked at the utility 
of select legal mechanisms (Uniform Law, Choice of Law, Interstate 
Compact, and Model Act) that states might leverage to facilitate 
interstate electronic health information exchange. The collaborative also 
developed tools and resources that states can use to evaluate which, if 
any, of the mechanisms they could successfully employ.

Harmonizing State Privacy Law: This collaborative was formed to 
develop tools to help state-level stakeholders identify, analyze, and 
propose solutions to reduce variation in state privacy laws. Participating 
states recognized that privacy laws and regulations were frequently 
antiquated, focused on a paper-based data, and in conflict with 
electronic health information exchange. They developed a subject-
matter taxonomy for the categorization of laws, identified best practices 
for evaluating laws, and developed processes and tools for states to use 
to work toward harmonizing disparate state laws. They also developed a 

framework for a coordinated approach among states 
to ensure that when states reform legislation, they do 
not codify new or existing variations that could make 
nationwide electronic health information exchange 
more difficult. 

Adoption of Standard Policies for Authentication 
and Audit: This collaborative was formed to create 
an approach and process to identify and reconcile 
the variation in how organizational security policies 
are implemented across different electronic health 
information exchange models such as federated, 
health record banking, and hybrid approaches. To 
reduce the variation in approaches, they created 
minimum, uniform policies related to authentication 
and audit, demonstrating that common policies can 
promote trust and facilitate secure electronic health 
information exchange between differing health 
information exchange models.

Interorganizational Agreements: This collaborative 
was formed to develop model data sharing 
agreements and provide participating states, 
related governmental departments, and health care 
providers with tools to facilitate electronic health 
information exchange between states. They focused 
their work on the development of consistent privacy 
and security provisions and other core data sharing 
provisions.

CHALLENGES AND INNOVATIONS EXTENSION

Phase 3 was extended to allow each state to 
implement consumer and provider education 
materials, and to continue the collaborative work by 
completing next steps and by delivering a Web-based 
seminar open to the public to review the products 
they developed in Phase 3, discuss lessons learned, 
and offer advice about adoption and implementation. 
225 consumer and provider organizations were 
approached to adopt and disseminate the materials 
as a test of their effectiveness and potential for 
replication. 

During this period RTI also produced the Action and 
Implementation Manual (AIM) to serve as a guide to 
the tools, materials and processes developed during 
HISPC Phase 3. 

The results of the initial project objectives were achieved by using 
a community based participatory design. Specifically:

Preservation of privacy and security protections: ■  States 
reduced the “noise” created by variation in practices to align 
on privacy and security protections and identified methods 
by which significant challenges could be overcome locally to 
support more wide spread participation in HIE. This included 
privacy and security related legislative activities in 11 states, 
executive orders issued by governors in at least three states in 
support of ongoing work in the area, the creation of a defined 
state-level leadership structure in 22 states, and general reports 
in all participating states indicating significant increases in 
stakeholder engagement in the development and continuation 
of state-level health IT efforts.

Promotion of stakeholder involvement in a consensus- ■

building solutions process: The 34 partici pating states 
reported the involvement of at least 3,811 stakeholders in 
Phase 1, including healthcare providers, technology and 
health information experts, consumers, government officials, 
public health agencies or departments, employers, legal 
counsel/attorneys, medical and public health schools, payers, 
law enforcement/correctional facilities, and foundations/
policy consultants. The participating states returned to 
these stakeholders in Phases 2 and 3 to validate the utility of 
collaborative projects, comment on plans for collaboration, and 
review and endorse findings and products.

Create a knowledge base: ■  Nearly every state fortified 
a private/public partnership, engaging departments of 
health and governor’s offices as well as state QIOs, academic 
institutions, and private health care organizations. On 
average each state team consisted of approximately 15 core 
participants and dozens of occasional participants over a 4 
year period . These foundational efforts can be seen in the 
number of HISPC-involved organizations that were recently 
awarded major leadership grants as part of ONC-led initiatives: 
25 are now serving as the official State Designated Entities to 
coordinate state HIE activity, and 8 are now serving as Regional 
Extension Centers.

Major challenges to interoperable HIE are shared between  ■

states, even though each state has a unique context under 
which the challenges surface.

Local support for solutions is essential for successful execution. ■

Multi-state workgroups can work together to create templates  ■

and tools that can be useful across a variety of contexts if local 
stakeholders are continuously engaged in the process.
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