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What Role Does Governance, Risk, and Compliance (GRC) Play Within 
RTI International? 
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The GRC team ensures that RTI is compliant with all applicable information 
security laws, statutes, and agency directives.

Governance

Policy management

IT control framework

Staff awareness

Consultation on acceptable use 
of IT resources 

Risk Management 

IT risk assessments

Threat and vulnerability 
management  

Business impact assessment

Nongovernment assessments 
(Health Insurance Portability and 

Accountability Act, )

Compliance

Continuous monitoring

National Institute of Standard 
and Technology internal/external 

assessment support

Vendor compliance  

Emerging technologies

Presenter
Presentation Notes
I consider my team to be professional fire fighters. We are faced with incidents, request, and emails from various business units daily. All of these must be handled appropriately and in a timely matter. My team is also proactive staying on top of quarterly reviews and monthly task to ensure we aren’t overwelled. This summer I learned how to complete cloud reviews, employee transfer reports, required reading reports, continuous monitoring exercises, etc. I also worked on projects such as condensing all the GTS policies into one document. This will make it easier to provide clients with information on our security policies and allow us to retrieve important information efficiently. I also, worked  on a security training that will be implemented so that certain project teams know when and how to report a security incident. These are just a few examples of the projects I participated in this summer. 
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Governance, Risk, 
and Compliance Staff 

► Protect RTI data.
► Protect client data.

► Meet contractual requirements.
► Uphold RTI cybersecurity standards.

► Implement appropriate cybersecurity practices.

The Grey Area—How Do We Work Together to Protect RTI/Client Data?

RTI Researchers and 
Other RTI Staff 

Presenter
Presentation Notes
During this internship I noticed that the relationship between RTI researchers/staff and GRC staff can be tough at times. GRC staff along with RTI researchers/staff must work together to ensure the safety of RTI and client data. The GRC team is faced with the challenge of explaining security terms, security requirements, etc. Security terms, lingo, and policy are either misunderstood or aren’t understood at all. This leads to RTI staff not following proper procedure, unknowingly putting the company at risk, and ultimately leads frustration on both sides. How can we break down the language barrier between GRC and the rest of RTI staff? How can we bring about data security awareness in a way that all RTI staff can relate to and understand? 



Data Protection Is Important to Everyday Life
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► The best way to bring about data 
security awareness is to connect it with 
our everyday lives.

► Are you properly protecting your home 
network and devices?

► Who has access to your accounts, 
health information, and so forth? 

► RTI’s cybersecurity practices can and 
should be applied to your everyday life. 

Presenter
Presentation Notes
We live in a world full of technology we have laptops, phones, smart tv’s, and even smart refrigerators at our disposal. However, we don’t always protect these things properly. Something as simple as not keeping home Wi-Fi password protected can lead to malicious hacker activity. Two Factor authentication, firewalls, encryption controls, network security these are all terms that everyone at RTI. These things are the ADT of the cyber security world they protect the “house” which is your devices and network from hacker activity. Who has access to your bank account information? How many devices are logged into your Gmail? How much sensitive information do you have floating around in the cloud? These are all questions we should be asking ourselves. RTI implements cyber security practices that can help protect ourselves from cyber threats. What we learn at RTI shouldn’t just be left at the office is should be taken home. 



How Do We Spread Data Security Awareness? 
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Data security 
awareness 
conferences 

Training 
sessions 
taught by GTS 
staff

Data 
protection 
movement

How to 
protect 
personal 
network 

How to 
protect 
yourself from 
identity theft

How to  
implement 
cybersecurity 
practices in your 
life

Data Security 
Conferences 

Virtual Training 
Sessions 

Use Social media

Presenter
Presentation Notes
How do we increase data/cyber security awareness? First all RTI International personnel has to buy in. We all must be willing to learn more about data security and open to make changes in how we do our jobs which in turn help us make changes in our lives. RTI International could allow GTS to have conferences/sessions with managers/supervisors from each business unit. These managers/supervisors would take what they learned back to their employees. Also, virtual training sessions taught by different GTS staff to inform RTI employees on how they can better protect their personal data and information. These trainings can include tips and tools that employees can utilize at RTI and in their lives. Lastly RTI should utilize the most powerful tool available which is social media. Social media outlets like Twitter, Facebook, and Instagram could be used to inform RTI employees and the general public about cyber security and how to stay safe from cyber threats. The pandemic has changed the way we communicate, work, and interact with each other. We must ensure that during these uncertain times we are protecting RTI International and ourselves from malicious cyber activity. These are just a few steps that can be taken to better the relationships between GTS and RTI staff. RTI’s mission is to address the world's most critical problems with science-based solutions in pursuit of a better future. In order to continue accomplishing this mission we must work together to protect our data.
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Presenter
Presentation Notes
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Thank you
Contact: Dontae Mosley | email: internships@rti.org
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