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ISO TS26000 Health informatics
Privilege management and access control

• Definitions:
– Policy - set of legal, political, organizational, functional 

and technical obligations for communication and 
cooperation

– policy agreement - written agreement where all 
involved parties commit themselves to a specified set 
of policies 

• Policy specifies the requirements and conditions for 
trustworthy communication, creation, storage, processing 
and use of sensitive information. This includes legal and 
ethical implications, organizational and functional aspects 
as well as technical solutions



3/6/2007 Slide 7

Administrative Implementation 
Legal/Policy/Operational Tasks

• Establish BAA
• Establish Compliance Audit Process
• Establish RHIO Interoperability Standards
• Establish Standard Operating Procedures
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Supporting Policy Framework
• Requirements/policy for RHIO Participation

• Restrict to data contributors
• Restrict to Clinical Care support
• Education
• Audit – IS27799 compliant
• Certification

• Requirements/policy for Information Sources
• Compliance with information content policies
• Compliance with information update policies

• Requirements/policy for Information Consumers
• Requirements/policy for external RHIO access
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Program-specific policies
• Physical Security Policy
• Personnel Policy
• Security and Privacy Policy
• Policy for Document Sharing 
• Content
• Audit Policy
• Provider Identity Management Policy
• Policy for Exchange of Authorization Credentials
• Policy for Secondary Use (initially set to NONE)
• Patient Identity Cross-Referencing Policy
• Consent Policy
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Technical Implementation 
Operating Environment Requirements

• Secure Operations – ISO IS27799 Health Informatics — Security 
Management in Health Using ISO/IEC 17799

– Physical Security Policy
– Personnel Policy SAS-70 Compliant Hosting Arrangements

• HIPAA Compliance for Hosting Facility
– Education
– Agreements

• Infrastructure Support
– Integration
– Deployment
– Help Desk

• Infrastructure Disaster Recovery
• Quality of Service Arrangements
• Contract Management Staffing
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Security and Privacy Policies

• Establish agreed policies and procedures among care 
delivery organizations in the Affinity (RHIO) Domain. 

• Establish operational security infrastructure, including 
certificate exchange

• Maintain operational security infrastructure, 
configuration management, audit management, 
periodic inspections, etc.
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Document Sharing Practice Policies

• Define the care events and the corresponding expected level of 
information that is expected to be shared (IHE EDS documents)

• Define the publication policies
– Legally protected data
– Sensitive, but not protected data (e.g. abortion)
– Patient requests not to publish

• Define the usage policies
– Import expectations
– Re-retrieve expectations
– Organization access control constraints (e.g. only direct care 

providers)
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Content Policies
• The Patient Identification Domain (Assigning Authority) used by the 

Document Registry
• Metadata and document Vocabulary value sets 

– Define minimum metadata requirements
– Define metadata constraints
– Define data policy for metadata

• Select IHE Supported Document Content Profiles 
– Medical Summary Document Content as constrained by HITSP 

Encounter Document
– Sharing Laboratory Reports as constrained by HITSP Laboratory Report 

Document
– Emergency Department Referral
– Pre-Procedure History and Physical
– Exchange of Personal Health Record Content
– Basic Patient Privacy Consents
– Additional PCC Content Profiles as available
– Cross-enterprise document sharing for imaging as constrained by HITSP 

Radiology Report Document
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Audit Policy

• Audit logs are maintained in:
– Document Source
– Document Consumer
– RHIO (Patient ID, Registry)

• Policy needed for audit standards
• Policy needed for audit release for audit review
• Policy needed for subpoena response

– Process
– Consumer Request
– Legal Request
– Source
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Patient Identity 
Cross-Referencing Policy

• Define the publication policies
– Data quality standards before you get to join – onramp data 

quality checkbox
– Thresholds of linkage
– Demographic content

• Define the usage policies
– Restrict use to PIX and PDQ 
– Organization access control constraints (e.g. only direct care 

providers) 
– Enforce Access Restrictions with Digital Certificates
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Provider Identity 
Management Policies

• PKI Standards
– Federal Bridge Certified
– ISO IS17090 – Health Informatics PKI compliant
– Local Configuration Constraints

• Role vocabularies
• Attestation constraints

• Registrar Responsibilities
– Identity Attestation
– Processing
– Directory updates

• Employer Responsibilities
– Revocation of severed employees
– Directory update for local role identification

• Subscriber Responsibilities
– Key protection
– Revocation Requests
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Policy for Exchange of 
Authorization Credentials

• Standard Roles (ISO DTS21298)
• Health Informatics PKI (ISO IS17090)
• Health Informatics Directory (ISO TS21091)
• Privilege Management and Access Control (ISO 26000 

1/2/3)
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Policy for Secondary Use
• Initially set to ‘NONE’
• Select standard architecture model

– Await IHE IT Infrastructure and Patient Care 
Coordination Profiles

• White papers for
– Public Health
– Quality
– Research

• Adopt HITSP Specifications
• ISO Pseudonymization Standard

– Anonymization
– Privacy Assessment
– Pseudonymization
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Provide Authorization to Access
Standards-based expression to enable automated processing
• which data – Standards-based Sensitivity

– Care Management (e.g. administrative staff)
– Clinical Management (e.g. radiology staff)
– Clinical Care (e.g. most clinical staff)
– Privileged care (Mental Health, HIV…)
– Personal Care (abortion, substance abuse…)

• to whom – Standards-based Functional Role
– Subject of Care
– Subject of Care Agent
– Personal Healthcare Professional
– Privileged Healthcare Professional
– Healthcare Professional
– Health-related Professional
– Administrator

• for what purpose
– At the request of the individual (no purpose need be specified)
– Insurance Eligibility/Benefits __ Change of Provider
– Additional Medical Care __ Legal Investigation or Action
– Marketing __ Research
– Teaching __ RHIO (as defined ........)
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Digital Signature for Authorization 
and Accountability

• Leverage provider identity management policy (applies to 
provider machines and systems as well)

• Allow patient signature to be witnessed by provider
• Allow for machine signature via application
• Require that documents to be shared be signed, at least 

by organization machine
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Policy for Sensitivity Classification

• RHIO-wide specification for classification of sensitive data
• CEN/ISO Standards-based Sensitivity What defines

– Care Management data that is accessible administrative staff
– Clinical Management data that is accessible to health related 

professionals
– Clinical Care data that is accessible to Healthcare professionals
– Privileged care that is accessible to privileged health professional
– Personal Care data that is accessible to personal health professionals
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Interpretable Consent Policy Matrix
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Emergency Treatment Provider √ √ √ √ √ √  
Treatment Provider      √  
Direct Care Provider √ √ √ √ √ √ √ 
Alcohol/Drug Abuse Provider     √ √  
Developmental Provider    √  √  
Mental Health Provider   √   √  
Sexual Health Provider  √    √  
Patient or Legal Representative √ √ √ √ √ √ √ 
Payer      √  
Researcher       √ 
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Thank You. Contact Information:
John Lynch

Director, Research Network

Connecticut Center for Primary Care
4 Farm Springs Road
Farmington, CT 06032

Email: jlynch@centerforprimarycare.com
Phone: (860)284-5288

Fax: (860)284-5333




