* Work group applications open Mar 23 — Apr 20
« Commission hominations open every July

* Public comment periods (30 days) open in
September, December, and March

* Town Call teleconferences on specific topics

* Town Halls at major meetings
— Apr 5-6, HIMSSO09 (includes technical sessions)

Watch www.cchit.org for announcements of events
Sign up for CCHIT eNews at the website
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Agenda

Project Scope and Goals

Privacy and Security in the NHIN

Parallel Work

Threat Analysis

Future Work
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Background and Scope

e NHIN Trial Implementation work
began in October of 2007.

* Privacy and Security were tasked
as key focus areas.

* Privacy context was defined based
on NHIN guiding principles.

* Threat and vulnerability analysis
was conducted on the Core
Services specifications.




Parallel and Complimentary Work

NHIN Cooperative Technical and
Security Core Services Work
Group

Defines functional and technical specifications for key services to be
used in implementing health information exchanges.

Federal Security Strategy for
Health Information Exchange

Develops guidance that enables the adoption of secure, scalable health
information exchanges among Federal and private sector healthcare
organizations.

AHIC Confidentiality, Security
and Privacy Work Group

Makes recommendations on the protection of personal health
information in order to secure trust, and support appropriate
interoperable electronic health information exchange.

Certification Commission for
Health IT (CCHIT)

Private-sector collaboration launched by AHIMA, HIMSS, and the
National Alliance to certify health IT products.

Health Information Technology
Standards Panel (HITSP)

Public-private partnership chartered to identify, recommend, and
harmonize data and technical standards for healthcare.

Health Information Security and
Privacy Collaboration (HISPC)

Federal and state partnership working to harmonize laws and policies
related to security and privacy.

National Institute of Standards
and Technology (NIST)

Develops federal security standards, guidelines, and procedures under
authority from FISMA.

Standards Development
Organizations

Broad range of consortia, associations, and other bodies that create
and maintain individual technical and data standards.



Privacy Context

The NHIN is comprised of:
— Covered Entities (HIPAA)
— Business Associates of Covered Entities (HIPAA)
— Governmental agencies subject to varying privacy laws
— HIPAA non-Covered Entities subject to other privacy laws

The NHIN is an organizing concept, and therefore is not
subject to privacy laws

Privacy compliance is mandated by the Participants through
a governing body and the Data Use and Reciprocal
Support Agreement (DURSA)









Future Work

* Analyze security dependencies and
processes of NHIN participants

e Collaborate with HITSP on
Interoperability standards

» Collaborate with parallel workgroups
regarding privacy and security
Implementation guidance

« Continue security control
development to defend against
continually evolving threat
landscape
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Final thoughts

Expanding the discovery capabilities of the NHIN beyond NHIESs
to address specific entities within an NHIE such as providers,
labs, pharmacies, etc.

As the NHIN moves into production in 2009, additional technical
Issues associated with maintaining a large scale dynamic network
need to be addressed

Certificate authorities and service registries must be accountable
to the governance of the NHIN
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